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1. Purpose

To provide staff with guidance on how to recognise and act upon receipt of a subject
access request.

2. Definitions

Subject Access Request: under the Data Protection Act 2018, Individuals have the right
to access and receive a copy of their personal data, and other supplementary information.
This right is commonly referred to as ‘Subject Access Request (SAR)’. Individuals also
have the right to be:

e Told whether any personal data is being processed

e Given a description of the personal data, the reasons it is being processed, and
whether it will be given to any other organisations or people

e Given a copy of the personal data and

e  Given details of the source of the data (where this is available).

Personal Data: any form of information relating to a living person from which they
could be identified. This includes any comments or opinions about the person.

Data Subject: the person whom the personal data is about. This is not always the person
making the request. For example, a solicitor might make a request on behalf of their
client, a person we support. The data subject would be the person we support.

Data Protection Lead: the member of Outward staff who is responsible for processing
and responding to subject access requests. They can be contacted by emailing
Dataprotection@outward.org.uk.

3. Procedure
Recognising a Request

If a member of staff is contacted by any person (this could be a person we support) or
someone acting on their behalf (such as a relative, friend, solicitor, advocate or a legal
guardian) asking verbally or in writing, including on social media for access to most or
all of their personal data held by or processed by Outward, this is a subject access
request.

Even if the person whom the data is about (the data subject) does not refer specifically to
a ‘subject access request’, staff must be able to recognise this immediately and refer to
the responsible officer.

Giving out routine information to people we support and tenants, such as repairs
information, is part of our normal service delivery. It does not qualify as a subject access
request under this procedure.
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Receiving a Request

If a request is received from a data subject (the person whom the data is about) or their
representative, either verbally, via letter or an email, the member of staff who receives
the request must ensure that the request is forwarded to the Data Protection Lead
immediately by scanning and/or forwarding it to Dataprotection@outward.org.uk.

Receiving a Request for Children

Prior to addressing a SAR concerning information pertaining to a child, staff should
assess whether the child possesses the maturity to comprehend their rights. If the request
originates from a child and there is a reasonable certainty in their ability to grasp their
rights, the response typically should be directed towards the child directly. However, in
cases where the child grants authorization, or if it is apparent that it serves the child's best
interests, the parent or guardian may be permitted to exercise the child's rights on their
behalf. In instances where the child demonstrates competence, they retain the option to
empower an individual other than a parent or guardian to initiate a SAR on their behalf.

Completing a Request
The Data Protection Lead will send a subject access request to all relevant staff.

Anyone receiving the form is expected to carry out a full search of all their electronic and
paper files for information relating to the data subject and/or their property, and to
provide this information to the deadline set by the Data Protection Lead. Where
necessary, this could include a search of archived information.

It is important that information is provided fully and in its original format. There may be
occasions where potentially sensitive or confidential correspondence or documents
appear in the search results.

Any and all information must be provided to the Data Protection Lead, who may redact
or remove sensitive or confidential information using the relevant exemptions of the
GDPR. Staff must not alter, erase, destroy or conceal any information with the intention
of preventing its disclosure.

Subject access provides a right for data subject to see their own personal data, rather than
a right to see copies of documents that contain their personal data. Often the easiest way
to provide the relevant information is to supply copies of original documents, but we are
not obliged to do this.

Information and completed forms should be emailed to Dataprotection@outward.org.uk.

Verifying a Request

The Data Protection Lead will verify the request, and in case of any queries, they may
contact the concerned staff member who received the request or consult other staff
members who have interacted with the data subject previously. It is crucial that when an
individual claims to represent a person we support or a tenant, we must obtain evidence
demonstrating their legal authority to act on behalf of that individual for information
requests. Ensuring familiarity with the requester's identity (or the person on whose behalf
the request is made) is essential. If there's uncertainty, additional information can be
requested to authenticate the individual's identity. The countdown for responding to a
SAR initiates once the requested information is received, yet it's advisable to promptly
solicit identification documents.
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Responding to a Request

The Data Protection Lead will respond to the data subject or their representative to
acknowledge receipt of the request and to confirm when they should expect to receive
the requested information.

By law we are required to provide the requested information within 30 calendar days. It
is therefore important that requests are referred to the Data Protection Lead as soon as
possible.

Upon assembling the requested data, the Data Protection Lead will securely deliver it to
the data subject or their representative. Even though, compliance with a SAR must be
achieved promptly and no later than one month from the request's receipt, if complexity
or a high volume of requests exists, an extension of two months is permissible.

For cases involving substantial data volume, requesting clarification from the individual
regarding the specific information or processing activities can pause the response time.
This pause continues until clarification is received, nevertheless any available
supplementary information should still be provided within one month.

Refuse or Failure to Respond to a Request

The General Data Protection Regulations gives individuals the right to see a copy of the
information Outward holds about them, and for it to be provided within 30 calendar days,
although exemptions may allow refusal of all or part of a SAR based on circumstances.
Outward can decline all or part of a SAR with a clear explanation of the reasons for
refusal or failure to respond to a request includes their right to complaint to ICO or
another supervisory authority, and the option to seek legal enforcement if;

e the SAR is manifestly unfounded and/or excessive requests

e the request involves disclosing information about others, and it is not possible to
fulfill the request without their consent

e Dby the Data Protection Act 2018, categories include crime, taxation, legal
privilege, public protection, regulatory functions, journalism, research, health,
education, and more.

On the other hand failure to respond to a legitimate request is a breach of the GDPR and
can incur a penalty fine as well as it may also be a breach of Outward’s Data Protection
Policy and Procedure and could lead to action under the Disciplinary Procedure

Appeal Procedure

If the data subject is not satisfied with the information provided in response to their
request, they must put their concerns in writing and send it for the attention of the
Director of HR and Quality or email to Dataprotection@outward.org.uk Additionally,
they retain the option to file a complaint with the 1CO or another supervisory authority.
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